Abstract: In this paper, optical code division multiple access (OCDMA) based hybrid freespace optical (FSO)/fiber wiretap channel is proposed, and the physical-layer security is analyzed theoretically, using the conditional secrecy outage probability as the performance metric. Taking into account the background noise, multiple-access interference, shot noise, and thermal noise, the closed expression of the conditional secrecy outage probability is obtained. Under the condition that the eavesdropper intercepts information on the fiber link and the minimum conditional secrecy outage probability is zero, the safe transmission distance and interception distance of the system are defined and studied. Furthermore, a 10-Gb/s experimental system of OCDMA-based hybrid FSO/fiber wiretap channel is built for the first time. The bit error rates of the legitimate user and eavesdropper are measured as well as the interception distance of the system. Index Terms: Free-space optical communications, optical code division multiple access, physical-layer security, secrecy outage probability.
Introduction
Over the past few years, free-space optical (FSO) communications have attracted considerable attention due to the flexibility, cost-effectiveness and high-capacity. They have been considered as an attractive alternative to provide high-speed communication services where fiber infrastructure deployment is impractical or deficient [1] . Moreover, the future optical networks will be hybrid, composed of different fiber and FSO links, in order to support a wide range of services over different network types at a high speed [2] . Therefore, hybrid FSO/fiber networks have been proposed and widely studied recently.
In hybrid FSO/fiber networks, optical beams transmitted through the FSO link can be directly coupled into the fiber core for seamless connection, results in no need to convert the optical signal from electrical to optical formats or vice versa for transmitting or receiving through the atmospheric medium [3] . Hence, hybrid FSO/fiber networks have the advantages of high speed, low cost and simple deployment. They can be employed for metro network extension, last mile access, or as an extension of Radio over Fiber into atmospheric links. Besides, the hybrid networks can also IEEE Photonics Journal OCDMA-Based Hybrid FSO/Fiber Wiretap Channel This paper is organized as follows. In Section 2, we will introduce OCDMA-based hybrid FSO/fiber wiretap channel model. In Section 3, the physical-layer security of OCDMA-based hybrid FSO/fiber wiretap channel will be analyzed. In Section 4, we build an experimental system of OCDMA-based hybrid FSO/fiber wiretap channel. This paper is concluded in Section 5. Fig. 1 shows the OCDMA-based hybrid FSO/fiber wiretap channel model, where the legitimate users Alice and Bob want to communicate over the all-optical transmission link, and the eavesdropper (Eve) observes their transmission on the FSO link or fiber link. The interfering users are employed to prevent Eve from intercepting information by the way of energy detection, and they are independent of each other. The transmission power is P 0 , the transmission distance and the attenuation coefficient of FSO link are d 1 and δ, the transmission distance and the attenuation coefficient of fiber link are d 2 and α, respectively.
OCDMA-Based Hybrid FSO/Fiber Wiretap Channel

OCDMA-Based Hybrid FSO/Fiber Wiretap Channel Model
At the transmitter, the information to be transmitted is OOK modulated and encoded through an optical encoder by using prime frequency hopping codes (p × p 2 , p , 0, 1), where p is the prime number for time spread and frequency hopping. The code length is p 2 , the code weight is p and the average cross-correlation value is μ 0 = 1/(2p ) [25] . The encoded signal is transmitted into the atmospheric channel, which is affected by atmospheric attenuation and turbulence. Then the laser beam is directly coupled into the optical fiber through the coupling lens (CL), and is transmitted through the optical fiber. Since the laser beam transmitted in FSO link experiences divergence due to optical diffractions, one possibility for a successful eavesdropping is to locate Eve in the divergence region of the laser beam as suggested in [26] . In addition, Eve can intercept at different positions of the fiber link [18] . We assume that Eve intercepts a fraction r e of the available power, and Bob receives a fraction 1 − r e [10] . It should be noted that the eavesdropping ratio r e is the proportion of the signal power intercepted by the eavesdropper to the total signal power at the eavesdropping location. The most ideal eavesdropping situation is that the eavesdropper can collect all the power not captured by the legitimate user. At the receiver, Bob decodes with a matched optical decoder and the signal is received by the avalanche photodiode (APD), while Eve uses a random decoder, including matched and unmatched decoders.
Atmospheric Turbulence Model
The atmospheric turbulence causes scintillation, which is the major impairment of FSO communications. It's characterized by some models such as log-normal, gamma-gamma, etc. In this paper, we mainly consider the weak turbulence, so the log-normal distribution model is adopted. The probability density function (PDF) and the cumulative distribution function (CDF) for the log-normal distribution model are given by [27] 
where erfc(·) is the complementary error function, σ 2 is the log-intensity variance, determined by the parameters of the channel, and can be expressed by
where
fso , l fso is the transmission distance of FSO link, k = 2π/λ is the optical wave number, λ is the wavelength of laser source, D is the receiver's aperture diameter, C 2 n is the altitude-dependent turbulence strength.
Fiber-Coupling Model
In hybrid FSO/fiber wiretap channel, optical beams transmitted through the FSO link can be directly coupled into the fiber core through a single lens to achieve seamless connection, as shown in Fig. 2 . A coupling loss is encountered at the interface between the FSO link and fiber link, thus, a general expression for the fiber-coupling efficiency in a single-mode fiber is given by [28] 
where a is the coupling geometry parameter, A RX = πD 2 /4 is the CL area, A c = πρ 2 c is the spatial coherence area of the incident wave, with radius ρ c = (1.46C 2 n k 2 l fso ) −3/5 , I 0 (·) is a modified Bessel function of the first kind, order zero.
Eavesdrop on the FSO Link
First, we consider the case in which Eve is located in the FSO link. As shown in Fig. 1 , Eve can collect the power not captured by Bob when Eve is in the divergence region of the laser beam. This is the scenario suggested in [22] as potentially likely to suffer from eavesdropping. Of course, in order not to be noticed by legitimate users, Eve should be as far away from the beam center as possible, while the coupling lens is in the beam center, so the normalized irradiance fluctuations caused by atmospheric turbulence on Bob and Eve are uncorrelated, expressed as I B and I E , respectively. The distance between Eve and Alice is d ae , we assume that d ae ≈ d 1 , because Eve is located in the output terminal of the FSO link.
For the main channel, without considering the turbulence, the receiving chip power of Bob is
There are some noises at the receiver, such as shot noise, thermal noise and background noise, which can be modeled as zero-mean Gaussian noises. When the receiving power is very small, the background noise and the thermal noise are dominant, but when the receiving power is large enough, the shot noise cannot be ignored. Besides, interfering users using different codes will cause MAI, which may affect the transmission on main channel and wiretap channel. So the average signal current and the noise mean square current can be expressed as For user data "1",
For user data "0",
2 represents the variance of MAI of Bob. Moreover, R and g are the responsibility and average gain of APD respectively, P b is the background noise power, e is the electron charge, F a is the excess noise factor of the APD, k B is Boltzmann constant, T is the absolute temperature, and R L is the load resistance. f = p 2 · R b /2 is the effective noise bandwidth, where R b denotes the bit rate. α r is the attenuation of the background noise power of Bob on the fiber link, expressed as α r = 10 −αd 2 /10 [29] . For the wiretap channel, if Eve uses the unmatched decoder, the range of the code crosscorrelation peak value is 1 ≤ v < p . Here, we consider the best case of system security, that is v = 1. So the receiving chip power of Eve is
It's the worst performance for Eve (the upper bound of system security). Hence, the average signal current and the noise mean square current of Eve are represented as For user data "1",
2 represents the variance of MAI of Eve.
However, if Eve uses the matched decoder, the code cross-correlation peak value is v = p , so the receiving chip power of Eve is
In this case, the physical-layer security of the system reaches the lower bound. So the average signal current and the noise mean square current are represented as For user data "1",
represents the variance of MAI of Eve.
Eavesdrop on the Fiber Link
We now consider the case that Eve intercepts information on the fiber link, where Bob and Eve are affected by the same atmospheric turbulence, that is I E = I B . Therefore, the analysis of the main channel is the same as above. For the wiretap channel, we assume that the eavesdropping distance (distance between Eve and CL) is d ce . If Eve uses the unmatched decoder, and the code cross-correlation peak value is v = 1, the receiving chip power of Eve is
Hence, the average signal current and the noise mean square current of Eve are represented as For user data "1",
2 represents the variance of MAI of Eve, α d is the attenuation of the background noise power of Eve on the fiber link, expressed as α d = 10 −αd ce /10 . If Eve uses the matched decoder, the receiving chip power of Eve is
Hence, the average signal current and the noise mean square current of Eve are represented as For user data "1", (27) For user data "0",
Analysis Results and Discussion
According to the above analysis, the signal-to-noise ratios (SNRs) of Bob and Eve will be as follows [30] 
where x = F and x = O denote that Eve is located in the FSO link and fiber link, respectively, y = u and y = m denote that Eve uses the unmatched decoder and matched decoder. For the sake of simplicity, we assume a normalized bandwidth B = 1, then the channel capacities of the main channel and wiretap channel are given by
C e = log 1 + γ x−ey (33) The channel capacity is the maximum transmission rate that the channel can transmit without error, reflecting the maximum amount of information that the channel can transmit. In general, the channel capacity of the main channel is larger than that of the wiretap channel, that is C b > C e . According to the information theoretic [18] , the secrecy capacity is defined as
The secrecy capacity is the maximum transmission rate at which Eve is unable to extract any information. The secrecy outage probability that the instantaneous secrecy capacity C s is less than a target secrecy rate R s , is [31] 
Here, an outage occurs whenever the reliability or the secure of the transmission will not be guaranteed. When Bob's channel cannot support the secrecy rate, i.e., C b < R s , even if there is no eavesdropper, an outage occurs. However, it is clearly not a failure in achieving perfect secrecy. It is important to provide an outage formulation which gives a more explicit measure of the level of security. Hence, the conditional secrecy outage probability is defined as [32] ,
The conditional secrecy outage probability is conditioned upon a message actually being transmitted reliably. An outage occurs only if the transmission is not perfectly secure, so the conditional secrecy outage probability can measure the possibility that the system fails to achieve perfect secrecy more accurately.
Eavesdrop on the FSO Link
According to Eq. (36), when Eve uses unmatched decoder, the closed-form expression of the conditional secrecy outage probability can be computed as
When Eve uses matched decoder, the conditional secrecy outage probability is expressed as
where F B (·) and F E (·) represent the CDF of the normalized irradiance received by Bob and Eve, respectively. R s is the normalized secrecy rate which is equivalent to spectral efficiency, since the normalized bandwidth is B = 1. Using binary modulation, regardless of detection technique, spectral efficiency cannot exceed 1 b/s/Hz [33] , so the value range of R s is 0 ≤ R s ≤ 1. Moreover,
, and the parameters are
(41) 
The derivations of Eq. (37) and Eq. (38) are presented in detail in the Appendix A and Appendix B, respectively. Then we analyze the influence of different system parameters on the conditional secrecy outage probability P so through numerical calculation by MATLAB. The system parameters and constants used in the analysis are shown in Table 1 . Fig. 3 shows the relationship between the conditional secrecy outage probability P so and the secrecy rate R s . Here, the transmission distance of FSO link is d 1 = 2 km, the transmission distance of fiber link is d 2 = 50 km, the number of interfering users is m = 2. In Fig. 3(a) , the attenuation coefficient of FSO link is δ = 10 dB/km, and the eavesdropping ratios are r e = 0.01 and r e = 0.001. As can be seen from the figure, whether Eve uses matched or unmatched decoder, as R s increases, the conditional secrecy outage probability P so increases, and the physical-layer security of the system decreases. In addition, the conditional secrecy outage probability P so increases with increasing eavesdropping ratio. In summary, when R s and r e increase, the physical-layer security of the system decreases. In Fig. 3(b) , Eve uses unmatched decoder, the eavesdropping ratio is r e = 0.01, and the attenuation coefficients for various weather conditions are shown in Table 2 at 1550 nm [34] . As we can see, for a fixed value of R s , P so is least in the presence of very clear weather condition and increases significantly in the presence of haze and fog. It can be concluded that as the weather conditions deteriorate, the conditional secrecy outage probability P so increases, and the physical-layer security of the system decreases. Fig. 4(a) shows the relationship between the conditional secrecy outage probability P so and the transmission distance of FSO link d 1 . The transmission distance of fiber link is d 2 = 50 km. Fig. 4(b) Fig. 4 . Conditional secrecy outage probability as a function of (a) the transmission distance of FSO link and (b) the transmission distance of fiber link. shows the conditional secrecy outage probability as a function of the transmission distance of fiber link. The transmission distance of FSO link is d 1 = 2 km. Here, the attenuation coefficient of FSO link is δ = 10 dB/km, the number of interfering users is m = 2, the eavesdropping ratio is r e = 0.001, and the secrecy rates are R s = 0 and R s = 1. From these figures, it is observed that when R s is fixed, with the increase of the transmission distance, the conditional secrecy outage probability P so increases, thus the physical-layer security of the system decreases.
The conditional secrecy outage probability as a function of the number of interfering users is shown in Fig. 5 . Here, the transmission distance of FSO link is d 1 = 2 km, the transmission distance of fiber link is d 2 = 50 km, the attenuation coefficient of FSO link is δ = 10 dB/km, the eavesdropping ratio is r e = 0.001, and the secrecy rates are R s = 0 and R s = 1. As can be seen from Fig. 5 , when Eve uses matched decoder, the conditional secrecy outage probability P so varies less, which indicates that the impact of the number of interfering users is small, because the shot noise is the dominant factor, and is less affected by the number of interfering users. When Eve uses unmatched decoder, P so decreases with the increase of the number of interfering users, indicating that increasing the number of interfering users can improve the physical-layer security of the system. 
Eavesdrop on the Fiber Link
When R s = 0, Eq. (36) is simplified to
The above formulation is the same as the definition of the intercept probability (the probability that the eavesdropper successfully intercepts source signal). According to the analysis of Fig. 3 , the conditional secrecy outage probability is the smallest when R s = 0. It shows that the intercept probability is the minimum conditional secrecy outage probability. As long as the channel capacity of the main channel is smaller than that of the wiretap channel, that is C b < C e , an outage will occur. In this situation, when the transmission distance of FSO link d 1 is fixed, P so = 0 always holds for short transmission distance of fiber link or long eavesdropping distance. Therefore, considering the minimum conditional secrecy outage probability P min so = 0, we define the safe transmission distance and interception distance, in order to evaluate the physical-layer security of the system quantitatively.
Safe Transmission Distance:
When the transmission distance of FSO link d 1 is fixed, the physical-layer security of the system is affected by the transmission distance of fiber link d 2 . So we define the safe transmission distance L t : when Eve is located anywhere in fiber link, the maximum transmission distance of fiber link under P min so = 0.
Fig . 6 shows the relationship between the safe transmission distance L t and the eavesdropping ratio r e . Here, the transmission distance and the attenuation coefficient of FSO link are d 1 = 1 km and δ = 10 dB/km, the number of interfering users is m = 2. As long as d 2 ≤ L t , P min so = 0 always holds when Eve is located anywhere in fiber link, which indicates that the system is absolutely safe when R s = 0. As can be seen from Fig. 6 , longer safe transmission distance would be possible by reducing the eavesdropping ratio.
Interception Distance:
In the actual communication system, there is a case that d 2 > L t . In this situation, the system cannot guarantee absolute security when Eve is located anywhere in fiber link. Therefore, we define the interception distance L e : if the eavesdropping distance d ce < L e , P min so = 0, and perfect secrecy is compromised.
{d ce } (47) Fig. 7 . Relationship between the interception distance and the eavesdropping ratio. Fig . 7 shows the relationship between the interception distance L e and the eavesdropping ratio r e . Here, the transmission distance and the attenuation coefficient of FSO link are d 1 = 1 km and δ = 10 dB/km, the transmission distance of fiber link is d 2 = 150 km, the number of interfering users is m = 2. As can be seen from Fig. 7 , as r e increases, the interception distance L e increases. When Eve uses unmatched decoder, if r e = 0.01, the interception distance is L e = 0 km, which indicates that the system is absolute safe when Eve is located anywhere in fiber link. If r e = 0.1, the interception distance is L e = 46 km, indicating that the perfect secrecy will be compromised when d ce < 46 km. In order to achieve perfect secrecy, a monitoring device should be set up within the first 46 km range of fiber link, which is used to prevent Eve from eavesdropping.
Experimental Investigation
In this section, 10 Gb/s experimental system of OCDMA-based hybrid FSO/fiber wiretap channel is built for the first time. As shown in Fig. 8 , FSO channel needs collimation lenses to ensure alignment.
For this experimental design, we can use prime frequency hopping codes {(13,1), (52,2), (65,3)} [35] . Firstly, SeBERT-10G BER tester sends the signal to the SPTX15ps-10G transmitter for OOK modulation. The pulse width is 15 ps. Then the signal is amplified by Booster-Amplifier (BA). The modulated signal is OCDMA-encoded by optical encoder, and the signal attenuation generated by the encoder is about 17 dB, and the second BA is used to compensate for the attenuation. Then the signal transmits through 1.8 m FSO link and 40 km SMF link. The FVA-600 tunable attenuator 1 is used to simulate the attenuation of FSO link. And the dispersion compensation fiber (DCF) is used to compensate for the fiber dispersion, and the max insertion loss is 2.16 dB. In order to improve the system security, the low power signal is used for transmission, then the signal would be amplified before decoding. For the main channel, the signal is decoded by matched decoder and amplified by the pre-Amplifier (PA), then it is received by the 18.5-ps IR photodetector (PD). For the wiretap channel, the eavesdropper can intercept information at any position of the fiber link and decodes with unmatched optical decoder. Here, the tunable attenuator 2 is used to simulate different eavesdropping ratios. By detecting the receiving power of legitimate user, the total signal power at the eavesdropping location is calculated, and then the tunable attenuator 2 is adjusted to obtain the receiving power of the eavesdropper at a fixed eavesdropping ratio. We assume that the eavesdropper can perfectly compensate for fiber dispersion. Furthermore, we can observe the BER and the eye diagram with BER tester and Tektronix DPO 72004C 20G digital phosphor oscilloscope.
In the system, two-dimensional (2D) OCDMA is used, which performs the frequency spreading in time and wavelength domain simultaneously. 2D OCDMA encoder and decoder can be consisted of wavelength-division multiplexer, optical fiber delay line (ODL) and wavelength-division demultiplexer [36] . The wavelength of the optical pulse is adjusted by wavelength-division multiplexer and demultiplexer, and the position of the optical pulse is adjusted by the ODL. In addition, the wavelength of the optical pulse can also be adjusted by fiber Bragg grating [37] . However, in this experiment, two-dimensional optical encoder and decoder are constructed based on Wavelength Selective Switch (WSS) DROP/ADD and ODLs. Each output port of WSS DROP is connected to a ODL of different length. The length of the ODL is determined by the codeword and data rate. The wavelength of the WSS input terminal is controlled by the computer serial port and can be output to any output port of the WSS DROP. The signals encoded by the ODLs are combined and transmit through the optical links. At the receiving end, the optical signal is divided into three optical signals, and each signal connects with a different length of the ODL, which is matched with the ODL of the encoder. Similarly, the wavelength of each input port of WSS ADD is also controlled by the computer serial port and matches the wavelength setting of the WSS DROP. Then the encoded signal is matched decoded in time domain and frequency domain. For the wiretap channel, the matched length of the ODL and the matched wavelength of each optical pulse are unavailable. Thus we assume that the eavesdropper can guess the position and corresponding wavelength of one optical pulse correctly, achieving unmatched decoding.
In order to improve the modulated rate, the chip rate should be increased in the case of the same code, so a narrower optical pulse is needed. In addition, there are several ways to improve the received sensitivity. On the one hand, the code length of the prime frequency hopping code can be increased to reduce the influence of multiple access interference. On the other hand, an optical filter can be added at the receiving end to filter out-of-band noise, resulting in the improvement of the signal-to-noise ratio, thus improving the received sensitivity.
Firstly, we need to measure the atmospheric turbulence intensity. So we connect an oscilloscope at the output of the FSO channel, in order to observe the waveform and measure the signal amplitude at different times, as shown in Fig. 9 . Then we substitute these data into the following equation to calculate the variance [38] .
where I 1 is the received intensity after passing through the turbulent medium. By calculation, the variance of atmospheric turbulence can be obtained as 0.0029. Next we get the BER of legitimate user under different receiving power, as shown in Fig. 10 (a). It should be pointed out that the receiving power refers to the signal power after dispersion compensation. Fig. 10(b) shows the eye diagram of the legitimate user when the receiving power is −21.55 dBm. It can be seen from the figure that the eyes are fully open, indicating that the legitimate user can recover the transmitted signal and reliable transmission can be achieved. Fig. 11 (a) and 11(b) show the eye diagrams of the eavesdropper after unmatched decoding when the eavesdropping distance is d ce = 30 km. Here, the eavesdropping ratios are r e = 0.5% and r e = 1%. As can be seen from the figures, the eye diagrams are closed, and the corresponding BERs are 0.187 and 0.094 respectively, which indicates that the eavesdropper can't recover data correctly and the physical-layer security of the system can be guaranteed. However, the perfect secrecy may be compromised when the eavesdropper is located at other positions of the fiber link. According to Eq. (45), when the SNR of eavesdropper is larger than that of legitimate user, that is, the BER of eavesdropper is less than that of legitimate user, the system is unsafe. So the interception distance of the system can be obtained by measuring the BER of eavesdropper and comparing it with the BER of legitimate user. Fig. 11(c) shows the relationship between the BER of the eavesdropper and the eavesdropping distance. Here, the receiving power of the legitimate user is −21.55 dBm, and the BER of the legitimate user is B E R b = 4.12 × 10 −8 . When the eavesdropping distance d ce < L e , the BER of the eavesdropper is less than that of the legitimate user, and the system is unsafe. So we can get the interception distance by comparing the BERs of the eavesdropper and legitimate user. As can be seen from the figure, when the eavesdropper uses unmatched decoder, if r e = 1%, the interception distance is L e = 0 km, which indicates that the system can guarantee absolute security wherever the eavesdropper is located. If r e = 2%, the interception distance is L e = 5 km.
Conclusion
In this paper, the physical-layer security of OCDMA-based hybrid FSO/fiber wiretap channel is discussed, using the conditional secrecy outage probability as the performance metric. The effects of background noise, MAI, shot noise and thermal noise are taken into account. When Eve is located in FSO link, the conditional secrecy outage probability increases with secrecy rate, transmission distance and eavesdropping ratio. As a result, the physical-layer security of the system decreases. Moreover, increasing the number of interfering users can improve the physical-layer security of the system, when Eve uses an unmatched decoder. If Eve intercepts information on the fiber link and the minimum conditional secrecy outage probability is zero, the safe transmission distance and interception distance of the system are definite. When the transmission distance of the FSO link is fixed, if d 2 ≤ L t , the system is perfectly secure when Eve is located anywhere in fiber link. If d 2 > L t , a monitoring device should be set up within the interception distance, in order to prevent Eve from eavesdropping.
Furthermore, we build a 10Gb/s experimental system of OCDMA-based hybrid FSO/fiber wiretap channel for the first time. The BERs of the legitimate user and eavesdropper are measured, and the interception distance of the system is obtained. In our research in progress, we will improve and perfect the experiment of hybrid FSO/fiber wiretap channel, pursuing long transmission distance of FSO link and multi-user communication.
Appendix A
After rationalizing and simplifying the above formulation,
Here 2 , then square on both sides.
According to Eq. (7) and (9), we assume that 
Here
Then we assume that a 2 = (2eR
So we can get a One-variable quadratic inequality, that is a 2 I 2 B + b 2 I B + c 2 < 0, and the solution to the inequality is
In summary, the conditional secrecy outage probability is expressed as 
2. When 0 < R s ≤ 1, the solution to the inequality is different when a 3 is positive or negative. Next, we will discuss it in different situations: 1) When a 3 > 0, the solution to the inequality is the same as Eq. (60). 2) When a 3 < 0, the solution to the inequality is 3) When a 3 = 0, the solution to the inequality is 
According to Eq. (17) and (19) , if a = (2eR F a g 2 P F −E M f ) 2 − 4mμ 0 (1 − μ 0 )(
f )h , we can get a Onevariable quadratic inequality, that is a I 
